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Preface

This document lists the recommended hardware, software and connectivity requirements in order lo
install and configure the online infrastructure for the Electronic Voting Solution in a high availability
environment at a data center which must cope with a high volume of connections/voters as in the case of

Elections législatives de 2012 pour les Frangais de I'étranger — vote électronique project.

This document also includes the security measures implemented by ATOS Worldline to fulfill the project's

requirement on this area.

NOTE ahout the document language:
This document has been created to provide the ANSSI with a single document compiling the online

platforms configuration details. This is the result of the compilation of two previously existing documents:

e Online HW Requirements, a working paper between ATOS Worldline and Scytl;
o Dossier d'Architecture Technique, an extinct document containing general information about the

solution.

For that reason, the sections including information to be agreed between ATOS Worldline and Scytl are
written in English, while the security measures, corresponding to internal ATOS Worldline inirmation is

written in French.

This document will evolve by adding new details on the different topics to be agreed between Scytl and
ATOS Worldline.

Document structure

This document is organized as follows:

o Chapter 1 provides details on the Hardware and Software requirements

e Chapter 2 provides details on the Required Services to be provided by the Data Center;
o Chapter 3 provides details on the VPN configuration

o Chapter 4 provides details on the installation and configuration procedures;

e Chapter § provides details on the supervision strategy and architecture;

e Chapter 6 provides details on the security strategy.

Related documents

o MAEE_eVote2012_Inventairelnfrastructure_v1.2.xlsx, Atos/Scytl, November 2011.
¢ MAEE_DAT_2012, Atos/Scytl, November 2011.
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